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Abstract

The 2012 Menlo Report was an effort in which a group of computer scientists, US government
funders, and lawyers produced ethics guidelines for research in information and communications
technology (ICT). Here we study Menlo as a case of what we call ethics governance in the making,
finding that this process examines past controversies and enrols existing networks to connect
the everyday practice of ethics with ethics as a form of governance. To create the Menlo
Report, authors and funders relied on bricolage work with existing, available resources, which
significantly shaped both the report’s contents and impacts. Report authors were motivated by
both forward- and backward-looking goals: enabling new data-sharing as well as addressing past
controversies and their implications for the field’s body of research. Authors also grappled with
uncertainty about which ethical frameworks were appropriate and made the decision to classify
much network data as human subjects data. Finally, the Menlo Report authors attempted to enrol
multiple existing networks in governance through appeals to local research communities as well
as taking steps towards federal rulemaking. The Menlo Report serves as a case study in how to
study ethics governance in the making: with attention to resources, adaptation, and bricolage, and
with a focus on both the uncertainties the process tries to repair, as well as the new uncertainties
the process uncovers, which will become the site of future ethics work.
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Computing research has generated a range of ethical controversies, from inappropriate
reuse of digital research data (Rosenberg et al., 2018) to the development of racist and
oppressive machine learning tools (Benjamin, 2019). To resolve these controversies,
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technologists and advocates have proposed new ethics guidelines or requirements, from
self-imposed research guidelines to publication requirements. Many of these projects,
led by researchers and technologists, echo historical science and technology self-govern-
ance projects, such as the 1975 Asilomar conference (Berg, 2008; Hurlburt, 2015;
Parthasarathy, 2015) and the 1978 Belmont Report (Childress et al., 2005; National
Commission for the Protection of Human Subjects of Biomedical and Behavioral
Research, 2010; Stark, 2012).

To understand the dynamics that encourage such work, and to provide context for cur-
rent struggles in computing ethics and governance, this paper presents analysis of a
recent, lesser-known historical case study: the writing of research ethics guidelines for
computer science almost a decade before the recent wave of attention to computing eth-
ics. Beginning in 2009, a group of computer scientists, lawyers, and government officials
made a sustained an effort to set ethical guidelines for computer security and network
measurement research, which culminated in the 2012 release of the Menlo Report in the
United States’ Federal Register. Both the report itself and the process of producing it
were efforts to address ethical controversies in a technical field and support localized
ethics work within labs and research groups through governance. Borrowing Slayton’s
(2021, p. 3) phrasing, the effort enlisted networks of actors to ‘steer’ a technological
trajectory. Menlo gathered illustrative case studies of previous ethics controversies; used
these to author principles meant to influence the actions of security and network research-
ers; and made both content and dissemination choices to recruit funders, university
Institutional Review Boards (IRBs), and conference committees to exert ethical influ-
ence in security research. We call the process of bridging from controversy and localized
work to plans ethics governance in the making. Ethics governance in the making, as we
found by studying the Menlo Report, is a bricolage process situated between ethics in
practice and ethics as governance. This paper offers a framework for analysing current
and future governance in the making processes based on our case study of the Menlo
Report.

The ethics governance in the making of the Menlo Report is of particular interest now
as computing confronts ethics and justice crises in data and artificial intelligence research
(e.g. Greene et al., 2019; Hoffmann, 2019, 2021; Shilton et al., 2021). Although much
about the Menlo Report evoked both Asilomar and Belmont before it — multiple and
protracted in-person meetings resulting in ethics guidelines like Belmont, composed pre-
dominantly of domain researchers and lawyers like Asilomar — the work and impacts of
Menlo differed starkly from either. We studied the making of Menlo to answer our cen-
tral research questions: What sparks a group to do the resource-intensive work of imagin-
ing governance? What challenges does governance in the making present? And how does
the work of envisioning governance influence what becomes seen as ethical action and
guidance for a field? Interviews with report participants help us interpret both why and
how the report and its guidelines came to be, providing a study in the motivations, pro-
cesses, and consequences of a technical community shaping controversy and existing
localized ethics work into mechanisms for ethics governance.

Our interviews revealed that, in the case of the Menlo Report, the work of the report
was shaped by forward- and backward-looking goals. Report authors had future research-
ers in mind, hoping to enable new forms of research through data sharing. But they were
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also concerned with repairing a record of past controversial research practices and
resolving an uncertainty disrupting their field: whether to treat their research data as
human subjects data. To accomplish these goals, the authorship team relied on resources
at hand: The group was assembled and funded through an existing technical program,
and rather than developing new ethical principles for responsible network and security
research, authors adapted existing principles established for clinical research. The work
of ethics governance in the making looks like much of the rest of laboratory life: the
bricolage of actors making sense of problems within the web of relations and materials
at hand (MacKenzie, 2003; MacKenzie & Pablo Pardo-Guerra, 2014). Finally, each of
these whys and hows — the circumstances of the making — shaped Menlo’s imagined
governance as well as its recruitment of networks to steer computer security research.
Perhaps Menlo’s greatest legacy is that, by reframing network and security research in
terms borrowed from human subjects research ethics, the Report uncovered and pro-
duced new challenges and uncertainties for defining ethical research practice, prompting
ongoing localized ethics work from security and network researchers.

Ethics work and ethics governance in the making

To understand the work of the Menlo Report, we draw upon a long tradition of studying
controversies in science and engineering (Jasanoff, 2012). Focusing on ethics controver-
sies unites technoscience actors and their everyday practices with larger social questions
about power, outcomes, and the obligations of science or design (Ames, 2019; Rosner,
2014). Particularly relevant is the work of STS scholars who have focused on ‘constitu-
tional moments’ (Hilgartner, 2018, 2019; Jasanoff, 2003): times when the ontological
bases of ethics — what will be considered as ethical or unethical — are being renegotiated
within the field. Hurlburt (2015) has argued that participants at the constitutional moment
of Asilomar resolved ethical controversies by focusing on containment of recombinant
DNA to scientific laboratories, defining the safety and security of this research as depend-
ent upon the careful practice of professionals. And though Belmont established influen-
tial principles through long and ongoing ethical reflection, Stark (2012) has demonstrated
that the implementation of Belmont principles through federally mandated Institutional
Review Boards also reified expert practice, defining human research ethics as a matter of
procedure rather than principle. Inspired by work on constitutional moments, we sought
to understand what work results during these moments, and how that work can shape the
content of guidelines and the impacts of resulting governance.

To understand the work of constitutional moments such as Menlo, we draw upon an
intersection of previous research on ethics work as everyday, localized ethics in practice
(Ziewitz, 2019), and governance as something produced by networks attempting to
resolve uncertainties (with varying degrees of success) (Slayton, 2021). Concepts such
as ‘ethics work’, ‘ethical work’, and ‘ethical moment’ differ in the context of use, but all
highlight the difference between normative ethics and ethics in practice. Situated ethics
work research is part of a larger trend within STS and anthropology (see Fassin, 2014)
focused on social science contributions to understandings of ethics (Haimes, 2002). For
example, Ziewitz sets forth the concept of ‘ethical work’: his research participants
attempt to ‘artfully arrange themselves to cope with moral ambiguities’ (Ziewitz, 2019,
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p. 707). Ziewitz discusses absence of ‘ontological security’ in daily ethics practice: the
participants he studies navigate when and whether their topics and foci require discus-
sion of good and bad, right and wrong. In a study of ethics at work in data sharing,
Heeney (2017) is similarly interested in uncertainties that evoke ethical debate, using the
term ‘ethical moment’ to describe: ‘an ontological controversy that allows both analyst
and actor to consider ethical possibilities beyond practices and abstract moral frame-
works’ (Heeney, 2017, p. 4). Heeney’s interviewees found that in ethical moments,
‘existing guidance does not adequately capture what is happening.... Rather, it is a crea-
tive response to the sorts of dilemmas with which the interviewees grapple’ (Heeney,
2017, p. 19).

Ethics work, ethical work, and ethics moments are typically used to describe work
that did not follow explicit ethics guidelines but instead were ethics in practice. If schol-
ars such as Ziewitz and Heeney are examining how ethical practice evolved in the
absence of explicit rules, we are studying how, in the absence of clear rules, a Menlo
report authors collectively addressed ‘ethics moments’ and engage in ‘ethics work’ as
they tried to find, make, adapt, and adopt rules from other domains in pursuit of govern-
ance: the steering towards desired outcomes by complex networks of actors (Slayton,
2021). Slayton (2021) argues that governance networks become more regime-like, and
better at steering outcomes, when they not only enrol actors in their goals, but also cut
ties with any actors who undermine those goals, cutting members from the network. The
idea of ‘ethics as governance’ is familiar to STS researchers. For example, a review of
STS research about the National Institute of Health’s ‘Ethical, Legal and Social
Implications’ (ELSI) program traces how ethics programs enacted forms of governance
as researchers reframed and closed scientific controversies by producing new forms of
ethical expertise, and used that expertise to address uncertainties through reflection or
institutional action (Hilgartner, Prainsack, & Benjamin, 2016). The process of creating
the Menlo Report represented explicit and conscious ethics work to respond to contro-
versies, shaping that work into imagined and enacted forms of governance that both
enrolled the research community and cut ties with research that didn’t follow the guide-
lines set forth in the report. Attention to the ethics work performed while writing the
Menlo report reveals key differences from previous constitutional moments in science
and technology ethics — differences which shaped both Menlo’s imagined governance
mechanisms and its eventual impact.

Approach: Studying the Menlo Report

Ethics work has occurred side by side with technical work in both network and computer
security research for decades. The computer security research community has long
debated ethical issues such as the acceptability of monitoring network traffic for research,
the political consequences of e-voting security analysis, and principles for handling vul-
nerability disclosures. As early as the 1980s, the computer security community debated
the ethics of experimentation without informed consent (Spafford, 1989, 1991, 1997,
2003). When a U.S. graduate student who sought to reveal security inadequacies in com-
puter networks built a virus to exploit particular security defects, the community debated
the appropriateness of such practices (Denning et al., 1987; Spafford, 1997).
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These conversations and challenges have continued; for example, studies using intrusive
methods without user consent generated controversy among researchers and program
committees more recently (Burnett & Feamster, 2015; Narayanan & Zevenbergen, 2015;
Sharma, 2021).

Our project began with the question of how localized ethics work coalesced into a
formalized governance effort. The Menlo Report effort began in 2009 as a series of
workshops attached to meetings of researchers funded under a U.S. Department of
Homeland Security (DHS) Science and Technology Directorate Project called PREDICT
(Protected Repository for the Defense of Infrastructure Against Cyber Threats).!
Researchers in computer science (particularly in the areas of network measurement and
network security), lawyers, and government bureaucrats drafted the report during meet-
ings over sixteen months, organized by a DHS program officer and led by a legal scholar
who was embedded with a network measurement research lab.

Though Asilomar’s ‘ghost’ (Parthasarathy, 2015) and Asilomar-in-memory (Hurlburt,
2015) continue to shape ethics self-governance efforts in numerous scientific and techni-
cal fields (Campos, 2010), our participants didn’t discuss Asilomar as a model. Instead,
the Menlo authors looked to the Belmont Report. The final 14-page Menlo Report was
published in 2012 (Dittrich et al., 2012) and builds directly on core principles articulated
in the 1979 Belmont Report: respect, beneficence, and justice. Stark (2012) describes
how Belmont’s principles have become guidance for interpretation by the university
Internal Review Boards mandated by the same law that commissioned the Belmont
Report. She defines the implementation of Belmont’s principles in the ritualized pro-
cesses of review processes as ‘governing by experts’, because the Belmont principles
and their implementation was adapted and adopted to suit the research needs and
researchers of the time. The Menlo Report took Belmont’s principles, which were crafted
for 20"-century health research and stretched over the ensuing decades to cover social
science, and attempted to fit them to guide ICT research. For example, in the Menlo
Report § discussion of the Belmont principle Respect for Persons, the report argues: ‘In
the ICTR [Information and Communication Technology Research] context, the principle
of Respect for Persons includes consideration of the computer systems and data that
directly interface, integrate with, or otherwise impact persons who are typically not
research subjects themselves’ (Dittrich et al., 2012). The Menlo Report authors also
added a fourth principle evocative of major debates in the field: ‘respect for law and
public interest’.

A companion document to the Menlo Report, ‘Applying Ethical Principles to
Information and Communication Technology Research’ (Dittrich et al., 2013), was
released in October of 2013. The document includes 20 case studies drawn from news
articles and research publications that apply the principles set forth in the Menlo Report.
These case studies, as well as a detailed appendix, document controversial network and
security research discussed in the workshops that led up to the Menlo Report and under-
pinned discussions of specific harms about which the authors were concerned. The com-
panion also contained more details about how to apply the Belmont principles to ICT
research through ‘assistive questions’ for researchers.

In addition to analysing the Menlo Report documents, we sought to understand the
work of the report by conducting interviews with its authors. The report identifies 15
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‘authors and working group participants’ by name. We reached out to all 15 and received
responses from 12. One person declined to be interviewed, citing an administrative rather
than writing role in the project. We conducted interviews with the eleven other respond-
ents in 2018, using VOIP or telephone, taking notes as well as recording and transcribing
the interviews. Our semi-structured interview protocol focused on the work of creating
the report: Our questions focused on how participants became involved, how the writing
and collaboration process was organized and supported, the reasoning behind both adopt-
ing and adding to the Belmont principles, and the influence and legacy of the report. We
coded interview transcripts and notes using an emergent thematic coding framework
focusing on elements of the lifecycle of the report (inspiration and motivation, people,
process, funding, conflicts, and influence) as well as themes within the content of the
report (normative ideas, the influence of IRBs, Belmont, and law, and advice for other
communities). Throughout the coding process, we met weekly to discuss emergent
themes and findings from the interviews. We triangulated the interviews with published
documents, particularly scholarly communications by authors published prior to and fol-
lowing the publication of the Menlo Report.

The interviews, Menlo Report, and companion document demonstrated how the
work of the committee encompassed both ethics work, as they tried to put themselves
in the place of researchers doing controversial work and attempted to figure out what
constituted ‘being ethical’ (Ziewitz, 2019), and governance work of enrolling and cut-
ting members (Slayton, 2021) of the network by demonstrating what was and was not
acceptable research. Authors also imagined how the report would govern the research
community through regulatory and gatekeeping mechanisms. Our analysis reveals that
report authors were motivated to participate in translating local ethics work into a
vision for ethics governance by both a perceived need for repair in the field and antici-
pation of new research possibilities. But in the process of repair and anticipation, the
authors discovered new complexities as they reimagined the entire field of ICT
research to comply with the U.S.’s clinical tradition of research ethics. We understand
the work of the Menlo Report as involving five significant overlapping processes:
finding resources to complete the project, repairing past ethical misjudgements, antici-
pating future challenges and possibilities, resolving ethical uncertainties, and closing
controversies.

Resources and logistics for governance in the making

Ethics governance in the making — concretizing local ethics work into guidance for an
entire field — requires substantial resources. The first challenge facing the Menlo Report
organizers was how best to support and conduct the work that would be required. Report
authors estimated that project meetings took place quarterly, numbering 10—12 meetings
during the writing period from 2009-2011. Between meetings, groups of participants
would write and iterate on drafts of the report based on the discussions. The final group
of authors did not include everyone who participated in the workshops throughout the
period of creating the Menlo Report, but instead a core group who had attended most of
the workshops. Though two lead authors were paid for some of their time, most of the
final authorship group were volunteers.
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Present and absent dynamics: Who participated?

The Menlo Report conveners bootstrapped writing efforts through the U.S. Department
of Homeland Security’s Protected Repository for the Defense of Infrastructure Against
Cyber Threats (PREDICT) program. PREDICT was designed as a ‘publicly available,
legally collected, distributed repository of large-scale datasets containing real network
and system traffic that could be used to advance state-of-the-art cybersecurity R&D’
(Department of Homeland Security, 2013). For example, researchers working to under-
stand cyberattacks might need data about network use generated by ISPs, but barriers
ranging from norms to law could prevent ISPs from sharing that data with researchers.
PREDICT provided ‘administrative, legal, and ethical brokering’ between data holders
and data users, as well as search tools and secure hosting.

The Menlo Report was not alone in having data sharing as an impetus for discussion
of the ethical. Scholars such as Heeney have discussed how data sharing in biomedical
research can bring ethical discussions to the surface: ‘Data sharing ... posed a challenge
to what people had been doing or prompted discussion about what they would like to do’
(Heeney, 2017, p. 9). Similarly, both PREDICT researchers and program officers became
interested in questions of what network researchers had been doing, and what they would
like to do. As Participant 11, a researcher, explained: ‘We [PREDICT researchers] were
essentially doing what the Menlo Report was trying to address. We were collecting data,
and actually we were collecting fairly sensitive data.” The synergy between PREDICT’s
data sharing goals and the ethical questions engendered in such data sharing enabled
financial and logistical support for the Menlo Report. As Participant 6, a DHS program
officer at the time, described it: ‘it just seemed like a natural extension of that [PREDICT]
program to do the Menlo Report and then the accompanying document along with it’.

PREDICT enabled the Menlo Report in a variety of ways. Writing workshops were
connected to PREDICT PI meetings, generally occurring a day before or afterwards.
Holding the ethics workshops in conjunction with the PREDICT meetings meant that it
was easy for associated researchers to attend. This co-location strongly shaped participa-
tion in the project: The people who participated in the report were primarily academic
researchers and were largely from the network measurement and network security sub-
fields of computer science. The researchers were joined by a handful of people recruited
by PREDICT organizers, primarily lawyers with expertise in cybersecurity law. One
participant remembered the initial workshops having about 50 participants, 40 of whom
were computer scientists, and ‘the other 10 of us were scattered lawyers or people who
were members of IRBs to provide this sort of more ethical side of it’. In the final list of
authors, comprised of long-term participants, six of the authors were active computer
science researchers in academia or technical research institutes, four were working as
lawyers or law scholars, two were employed by the Department of Homeland Security,
and two were working in research protection for a research organization.

The lawyers and legal scholars invited were also deeply involved in the network
measurement and network security research community, participating regularly in secu-
rity conferences, and taking part in regular consultations with security researchers. These
security-involved legal professionals were recruited to serve as experts in security prac-
tices and the law, but also as critics. During this time, civil society groups (including the
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Electronic Frontier Foundation [EFF], represented among the report authors) were
engaged in legal battles with the DHS over the USA PATRIOT Act and other data collec-
tion laws. As Participant 9, a lawyer, reasoned:

It's in a government agency’s interest to understand what kinds of criticisms are going to be
levied against you both on A: Are we doing the right thing, and B: Regardless of whether we’re
doing right thing, we should know how people are going to try to criticize or stop us from doing
what we want to do.

Early organizers did make efforts to expand the group beyond PREDICT PIs and
researchers, legal scholars, and working lawyers. Project coordinators reported that they
had reached out to scholars in ethics-related disciplines but didn’t get volunteers. Though
ethicists, publics, and social scientists are routinely participants in ELSI-style ethics gov-
ernance projects (see Hilgartner, Prainsack, & Benjamin, 2016), ethicists were largely
absent from the Menlo Report proceedings and social scientists and representatives of
the public were entirely absent in the production of the report. As Parthasarathy (2015)
explains in her discussions of Asilomar, without social scientists and public representa-
tives, the team lacked expertise on sociality, inequality, work practices, or institutional
dynamics that might support the implementation of governance frameworks. The author-
ship group also reflected the lack of racial and ethnic diversity within computer science,
limiting the standpoints incorporated into the final recommendations. By directly involv-
ing technical researchers as lead authors, the Menlo Report incorporated expertise in
thorny technical problems, knowledge of existing U.S. academic structures for support-
ing research ethics, and meaningful influence on the security research field through sub-
sequent service on program committees. But it was up to the lawyers in the group to
challenge technical perspectives.

Authors also worried about the lack of representation from broader fields of ICT
research, as well as the problem of recruiting only those already concerned enough about
ethics to show up. The self-selection of researchers who cared about ethics coupled with
the exclusion of researchers who ‘had records that weren’t really ethical’ led Participant
8, a researcher, when asked what they might have done differently in retrospect, to
respond: ‘I would probably have a series of different focus groups’ to increase the variety
of perspectives and encouraging wider buy-in from the research community. Participant
9 described it this way:

I was a volunteer who wasn’t paid for anything. ... If we were trying to start it up again, you
would have to fund it much more seriously. You would have to get more points of view
represented in the process and actually try to surface more conflicts and more of the hard
questions.

Finally, the researchers who had engaged in past problematic research were not part of
the conversation, leading some on the committee to think that this limited what was
included in the report, and didn’t enable a process where hard questions were tackled.
The authorship group reflected the need to balance aspirations with practicalities: authors
were concerned with the legitimacy of the process, but also with creating an authorship
group that would complete the project, and a group that could help ensure that the Menlo



Finn and Shilton 323

Report’s principles would have influence. Participant 7, a researcher, summed up the
process: ‘I think, like [Churchill's] democracy, it was a miserable process but maybe the
best we could get.’

Missing parties in the process of assembling the Menlo Report constitute ‘absent
dynamics’ (Heeney, 2017, p. 10). As Heeney (2017, p. 19) describes, ethics moments can
arise in instances where parties and relations are absent, for example when consent forms
as ethics mediators instead of clinicians working directly with patients and families to
discuss uses of their data. Although it is difficult to know the full impacts of the absent
dynamics of the Menlo Report, the decision to adhere to an existing research ethics
framework (and regulatory structure) seems one such impact. As the report presents in its
introduction:

In framing the principles and applications for evaluating and applying ethics in ICTR the Menlo
Report explicitly adopts the Belmont principles and acknowledges the Common Rule regime
which implemented that model. As such, this Report deliberately does not explore alternate
ethical paradigms, and while not discounting that there may be novel implementations of the
Belmont Report principles and applications that should be considered it makes no definitive
recommendations in that regard (Dittrich et al., 2012, p. 7).

The present and absent dynamics of Menlo’s team facilitated its governance work and
limited the novelty of the Report’s ethical approach.

‘Socializing’ the Menlo Report

After the Menlo Report was written, resources were still needed to circulate it and engage
the envisioned governance networks such as program committees and Institutional
Review Boards. Menlo’s transition to actualized governance was challenged by both
logistics and resources. As a first step, the team took a path modelled on the Belmont
Report but unusual for computer science codes of ethics: They published the Menlo
Report in the Federal Register, the official channel for sharing and requesting public
feedback on U.S. government agency rules. A public chance for comment differentiated
Menlo from many science and technology self-governance projects, such as Asilomar,
which have been criticized for alack of public participation (Hurlburt, 2015; Parthasarathy,
2015). Though public representatives didn’t participate in writing the Menlo Report,
they had opportunity to provide comments. But even government employees among the
report authors acknowledged the limitations of this dissemination approach. As
Participant 6 told us: ‘And even still, it’s only people that follow Washington that actu-
ally know what the Federal Register is.” The Menlo Report was first published online in
December 2011 and received sixteen public comments (Submission for Review and
Comment: “The Menlo Report,” 2011; Response to Comments Received for “The Menlo
Report,” 2012). Though the process of publishing the Menlo Report in the Federal
Register was the start of the process for federal agency rulemaking, ultimately, the
Department of Homeland Security did not complete the rulemaking process. As
Participant 4, a researcher who later became a DHS employee, put it, ‘Someone should
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Table 1. Network measurement and security conferences with ethics requirements.

Conference Year ethics requirement added to CFP
ACM IMC 2009
SOUPS 2011
USENIX Security 2013
NDSS 2016
ACM SIGSAC 2017
IEEE Symposium on Security & Privacy 2017

ACM: Association for Computing Machinery; SIGSAC: Special Interest Group on Security, Audit and
Control; IEEE: Institute of Electrical and Electronics Engineers (IEEE Symposium on Security and Privacy is ;
NDSS: Network and Distributed System Security; SOUPS: Symposium on Usable Privacy and Security; IMC:
Internet Measurement Conference; SOUPS: Symposium on Usable Privacy and Security; USENIX refers to
the USENIX Security Symposium.

have led the process with the rulemaking. ... We should have tried to do that lift, [but] it
would have been a heavy lift.’

Sharing the report in the Federal Register signalled that the authors intended to recruit
powerful existing federal networks for governance, but Menlo’s recommendations were
never formally adopted by the government agencies that fund computer science research.
Instead, Menlo’s primary influence was on academic networks of peer review. Conference
committees could effectively steer the ethics of security and network measurement
research by ‘cutting’ (refusing to publish) research that didn’t adhere to Menlo recom-
mendations (Slayton, 2021). As Participant 4 recounted: ‘It’s about changing norms —
you don’t see it right away. I can now point to top security conferences that require
ethical statements. I consider this a clear victory.” Participant 4 went on to describe the
process of enrolling academic governance networks as: ‘Once it was written, then we
just kind of went on kind of the socialization tour at various conferences and workshops.
I know we targeted the IRB community.’

In addition to the ‘socialization tour’, in the years since the Menlo Report was pub-
lished, conferences attended and run by Menlo authors included requirements for authors
to reflect on the ethics of their methods, including whether they were subject to IRB review
(see Table 1). After these conferences added the requirement for discussions of ethics and
human subjects to their calls for papers, the conferences also saw an increase in papers
discussing ethics and IRB. The earliest conference in these fields to require an ethics state-
ment was the ACM’s Internet Measurement Conference (ACM IMC) in 2009. Citing the
controversies in measurement discussed below, the IMC call for papers stated ‘Ethical
standards for measurement must be considered by all IMC authors’ (ACM IMC, 2009) —
notable because two of the Menlo Report authors were on the program committee. Among
security research conferences, the Symposium on Usable Privacy & Security (SOUPS)
began asking authors in 2011 to explicitly state whether IRB approval had been obtained
for their research. One of the highest status conferences in the computer security field,
USENIX, included the following requirement in their call for papers for USENIX 2013:

Papers that describe experiments on human subjects, or that analyse non-public data derived
from human subjects (even anonymized data), should disclose whether an ethics review (e.g.,
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IRB approval) was conducted and discuss steps taken to ensure that participants were treated
ethically. (22nd USENIX Security Symposium, 2012)

The ACM Special Interest Group on Security, Audit and Control (SIGSAC), the IEEE
Symposium on Security and Privacy (Oakland), the Network and Distributed System
Symposium (NDSS) and the Internet Measurement Conference (IMC) all went on to add
requirements in 2016 and 2017. In 2019, IMC even incorporated specific language and
links guiding participants to the Menlo Report: ‘Authors may want to consult the Menlo
Report for further information on ethical principles and the Allman/Paxson IMC 07
paper for guidance on ethical data sharing’ (ACM IMC, 2019). These standards set by
major conferences such as IMC have also been adopted by more specialized venues. For
example, in 2022 the Passive and Active Measurement Conference referred participants
to the Menlo Report and the Alman/Paxton paper (discussed in the next section) and
noted the influence of IMC: ‘Following the standard set by the Internet Measurement
Conference (from which we base this section), papers describing experiments with users
or sensitive user data (e.g., network traffic, passwords, social network information) must
follow basic precepts of ethical research and subscribe to community norms’ (Passive &
Active Measurement Conference, 2021). The Menlo Report’s direct influence on pro-
gram committees is difficult to determine, but within the fields of network measurement
and computer security we can see new attention to research ethics that coincides with the
Menlo Report writing, publication and circulation.

When interviewed, Menlo authors had varying opinions on whether the Menlo Report
principles have successfully steered the security and network measurement research
community. When one of our interview questions characterized the Menlo Report as an
instance of the security community coming together, at the time of our conversation in
2018, Participant 2, a researcher, pushed back:

But I wouldn’t characterize it the way that you did, about the security community coming
together and deciding to do this. In fact, I think it’s quite not that, importantly not that. The
security community, to my knowledge, has still not come together to do something like this.

That is, some of the authors involved in the writing of the Menlo Report did not feel that
enough of the research community had been engaged in the project for it to have the
governance impact that they imagined. Most of the researchers that we spoke to regretted
that there were not more financial and personnel resources devoted to socializing the
Menlo Report in technical research communities. Some of the authors also regretted that
the report was not given enforcement mechanisms either through sustained efforts to
work with IRBs or rulemaking that would mandate its use by government funded
researchers. (Other authors did not want the document to effect regulatory change, as we
discuss below.) Limitations in resources shaped not only the work of creating the Menlo
Report, but also its governance impacts.

While the Menlo Report was not adopted as federal regulation, the Report and the
authors were part of shaping an important gatekeeping arena of academic computer sci-
ence. Conference program committees write conference calls for papers and coordinate
peer reviewing. This gatekeeping work is an opportunity for both enrolment into confer-
ence ethics requirements and for cutting research that does not adhere to these
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requirements — where the work of the ethics governance in the making that is the focus
of this paper starts to resemble governance (Slayton, 2021).

‘If he did it, we can do this’: Repair and anticipation

Resources shaped the work and impact of Menlo, but don’t explain why Menlo’s volun-
teer participants undertook the significant work of the report. Some participants in Menlo
expressed hopes that prudent self-governance would prevent outside regulation, mirror-
ing earlier efforts such as Asilomar (Parthasarathy, 2015). Participant 7 observed: ‘Of
course, we were all working hard to avoid mistakes that would precipitate such a crisis
event, so that might slow that top-down regulation.” The respondent’s emphasis on pre-
venting a crisis event is telling, however: While Asilomar researchers were working in
the realm of largely hypothetical future harms from recombinant DNA, many Menlo
participants believed harms had already been precipitated by security and network meas-
urement research. In this section, we attend to discussions within the security and net-
work measurement research community that predated the Menlo Report and, according
to our interviewees, were of concern to the conveners. We argue that participation in the
Menlo Report was inspired by, and participated in, processes of repair and anticipation
bound together: As researchers defined past ‘wrong action’ in their field, they tried to
build guidelines for a future that would not repeat that past. However, participants also
felt they were working in a world of constantly changing norms, making the future com-
plex to anticipate. Participant 2 told us:

And indeed, one of the things we were trying to address is that what we were observing in the
field of program committees and the way research moves forward, is that program committees
would find themselves in a quandary because they would get a paper to review, and they would
think, ‘Eh, this is a little squirrely, but it's good technically.” And we don't really have guidelines
for whether something that might be above the bar technically but might make us a little
nervous to publish with respect to the ethics of the methodology or the data collection.

Concerns informed the data-sharing efforts of PREDICT and in turn served as a catalyst
for the work of the Menlo Report. As Participant 3 told us: ‘Others were reading in pub-
lished papers how some researchers were conducting their research and using data and
saying, “Wow, if he did this, we can use this approach too.”” As suggested by this phras-
ing, the attention and energy put into the Menlo Report was both backward- and forward-
looking: an effort to repair the past record of the field around the controversies
documented in both our interviews and in the Companion to the Menlo Report (‘he did
it’), as well as an attempt to anticipate and prevent new controversies (‘we can use this
approach too”). Both are themes resonant with existing STS research on ethics work. For
example, Jacob (2019) sees ethics governance work done by the Committee on
Publication Ethics (COPE) through the lens of repair, showing that: ‘publication ethics
and research records themselves get created via the language of repairing publications’,
(Jacob, 2019, p. 79). Jacob attends to several ‘forms of doings’ which ‘institute an ethics
of repair’ around problematic published scholarly communications. The ethic of repair
operationalized in the Menlo Report was focused on avoiding the repetition of past mis-
takes rather than restitution for harms caused in the past.
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Perhaps the clearest example of repair work was the companion document compiled
by report authors. As Participant 6 explained ‘I wanted to make sure that the cybersecu-
rity research community didn’t get these major black eyes from the [work] researchers
were doing 10 years ago.” The companion document studied 20 specific cases as exem-
plars of activities which ‘still comprise many of the activities that regularly do occur in
academic research and serve to illuminate the ethical issues’ (Dittrich et al., 2013, p. 28).
The companion document analysed these twenty cases from the perspective of report
principles, reshaping these cases as exemplars of what researchers might do by re-exam-
ining and rethinking past ethical mistakes, simultaneously working to anticipate the
future through repairing the past.

As researchers tried to grapple with past mistakes, they also tried to anticipate the
future. The Menlo Report authors anticipated a critique of their report during the writing:
that the Menlo Report wouldn’t be able to establish meaningful norms for a field in which
technology and research abilities were constantly changing. Participant 2 explained:

[S]ome of the computer scientists said, ‘Look you can’t really do this because the norms are
changing, and they’re different from person to person, they’re different from year to year.” ...
As technology changes, to make things easier to do, people’s sense of what’s okay changes.
That was the, I would argue maybe even the prevailing view at one point in some of the rooms
where we tried to shop this report.

Creating ethics guidelines for changing technological possibilities is a form of anticipatory
governance (Adey & Anderson, 2012; Ananny & Finn, 2020; Guston, 2014; Shilton, 2015;
Steinhardt & Jackson, 2015) tying the work of repair directly to the problem of anticipa-
tion. We interpret the project of the Menlo Report as one of many ‘forms of doings’: the
process of making the Menlo Report, as ethics-governance in the making, was creative act
of balancing old problems with novel and emerging problems (Jacob, 2019).

Moral panics or research scandals can be explanations for new ethics governance
efforts (Fitzgerald, 2005), but the Menlo Report was more in the tradition of gradualist
institutional change (Hedgecoe, 2017; Stark, 2012). Though a desire for repair was a
constant theme in our interviews, report authors largely agreed that no single ethics
catastrophe motivated the work of the Menlo Report, nor were violations of community
norms and ethics splashed on the front pages of newspapers (as digital research ethics
controversies now sometimes are). Ethics scandals were not the topic of intense civil
society pressures (see Campos, 2010, p. 19 for a discussion of pressure on the ethics and
implications of synthetic biology research for an Asilomar-like conference). And the
Menlo Report was not part of a broader government-funded research effort into the ethi-
cal implications of the field, like the National Nanotechnology Initiative (Brey, 2012;
Kaplan & Radin, 2011) or the Human Genome Project (Hilgartner, 2018; Hilgartner,
Prainsack, & Benjamin Hurlbut, 2016; Hilgartner, 2019). Neither did Menlo authors feel
network and security controversies raised the urgency and alarm of the examples
addressed by the authors of the Belmont Report. As Participant 9 reflected on the char-
acterization of network and security research by some of the participants:

We are not infecting people with syphilis; we’re not doing a Milgram experiment that’s going
to necessarily like scar someone emotionally... there’s a removal, a distance between the
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between the human beings doing the things and researcher. It was not, it felt it wasn’t quite as
visceral a thing.

But even these less-visceral controversies contributed to the Menlo Report participants’
impression of a research record in need of repair, and the anticipation of both new
research controversies and needs. First, authors noted that the growth and importance of
the Internet inspired increased research using new techniques focused on measuring and
monitoring digital networks, and that this increase in research occurred while the Internet
was becoming more central to peoples’ lives. As Participant 11 recounted, this differed
from the early days of networking, when researchers would routinely monitor networks
in computer science departments and use the data with the permission of network admin-
istrators or department head:

Nobody was really paying attention as to how the data was collected, how ethically it was and
so forth ... [But] once the scale became larger, they reached the Internet levels, then that's when
people started realizing that this is a serious measurement effort it affects pretty much everyone
on the Internet.

As the scale of networks grew, the scale of network measurement data collection grew,
and the ways that this data was shared became more complex. And as a key goal of the
PREDICT program, with which most Menlo authors were associated, was enabling
future data sharing, anticipating this complexity was an important goal for Menlo authors.

With that complexity, new controversies arose. Several papers published between
2006 and 2009 sparked concern among the Menlo Report authors about unethical and
potentially illegal research practices. For example, in a paper published in 2007, a group
of researchers attacked a supposedly anonymized network dataset and showed that it
was vulnerable to deanonymization attacks (Coull et al., 2007). The dataset in question
was shared with the paper authors by another group of researchers (Pang et al., 2000).
Both the ease of deanonymizing network data as well as the perceived violation of data
sharing norms alarmed researchers. The authors of the original article had not expected
that their colleagues would deanonymize the shared data, and published a rebuke
(Allman & Paxson, 2007): ‘[N]o matter how careful a [internet] provider is, they need
to understand that they are releasing more information than they think’ (p. 136, origi-
nal emphasis). They reasoned that technology could not solve many of the issues
around data sharing ethics: ‘[U]ltimately the choice about what to release, how to
obscure the data, and to whom to release the data, are policy decisions’ (p. 136, origi-
nal emphasis).

Network measurement and network data sharing papers were not alone in signalling
issues in need of repair and arguing that the community needed to anticipate emerging
ethical challenges in their research. Allman and Paxon presented their paper on ‘Issues
and Etiquette’ at the 2007 Internet Measurement Conference. In the same session, legal
scholar Paul Ohm presented a paper he co-authored with two University of Colorado
computer scientists, Doug Sickler and Dirk Grunwald, which examined how US legisla-
tion applied to network measurement researchers. It explained how legal issues went
beyond data sharing norms to the legality of data collection itself, citing the Federal
Wiretap Act and the Pen Register and Track and Trace Act and suggesting that computer
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scientists were engaged in illegal activities. The authors offered suggestions to improve
the likelihood of following the law, concluding that:

At the very least, we should proceed informally, by beginning to have conversations about what
constitutes acceptable network monitoring. A codified understanding that reflects even rough
consensus would be a useful tool to bring to Congress or to show to courts. It is important that
these norms and rules are agreed upon from within our community, rather than dictated to us by
some outside court or agency. (Ohm et al., 2007, pp. 147-148)

Ohm was not the only law scholar concerned about the legality of data-gathering tech-
niques for network measurement and analysis. Legal scholar Aaron Burstein (who
became a co-author of the Menlo Report) gave a series of presentations in 2007 warning
networking researchers that when they collected data from ISPs (or when the ISPs gave
them network data) that they might be in violation of the Electronic Communications
Privacy Act (Burstein, 2007). These scholars advocated for an exception in the wiretap
act for researchers (Burstein, 2008a, 2008b; Ohm et al., 2007). Burstein, in his review of
the various laws affecting network measurement and security research showed that ‘a fog
of legal and ethical uncertainty hangs over cybersecurity research’ (Burstein, 2008b).

Computer security researchers and funders were similarly concerned about research
activities in the field such as studies that involved taking over spam botnets (Kanich
et al., 2008). Another network science study that generated controversy and attention
from people outside of the academy recorded data from Tor, a network premised on ano-
nymity (McCoy et al., 2008). As then-reporter (and now policy advocate) Chris Soghoian
recounted, recording Tor data and retaining copies of it meant that the data could be
subpoenaed, raised the question of whether data collection was regulated by university
IRBs, and potentially violated international law (see Soghoian, 2008).

Menlo Report authors also reported finding themselves in program committee meet-
ings for conferences (the primary site for publishing scholarship in these fields), review-
ing papers that, as Participant 2 put it, were ‘above the bar technically but might make us
a little nervous to publish with respect to the ethics of the methodology or the data col-
lection’. Participant 2 remembered that a major conference’s technical program commit-
tee rejected a paper on ethics grounds and believed that this caused confusion for the
paper’s authors. A lack of clear guidelines made it difficult to interpret whether emerging
work was in line with legal and community norms.

Conference committees were not the only governance bodies struggling with ethi-
cal norms in security and network measurement research. Participant 1, a researcher,
described that security or network measurement researchers would sometimes apply
for ethics reviews of their research by university IRBs, but too often received unhelp-
ful guidance, or had their projects dismissed as outside of IRB purview. Lack of
meaningful review from campus IRBs created challenges not only for researchers and
program committees, but for funders (such as DHS) that traditionally relied on IRBs
to govern research ethics. As Participant 1 recounted, ‘My own way of describing [the
Menlo Report] is, [the DHS program officer] wanting to be ahead of the curve .... He
was trying to solve some of these problems of IRB reviews inconsistent with some of
the projects that he’s funding.” Funders anticipated that consistent protocols could
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enable IRBs to help the federal government mediate and enforce ethical computing
research.

Network data as human subjects data

The Menlo Report team’s intuition that network and security data was data about people
was the central impetus behind adapting ethical principles from the Belmont Report to
security and network research. To authors such as Participant 7 the analogies were
obvious:

When we began at Menlo, there was a diversity of opinions about the applicability of Belmont
to network security research. There’s always somebody who will stand up and say, ‘Well, we're
not working on humans, we're just working with bytes.” I suppose, one can say, ‘Well, I'm not
working on a human, I'm just working with blood samples.’ I think the argument is about as
strong in both cases.

This ontological move — effectively recategorizing data about computers (network data)
as data with an impact on people was a significant attempt to resolve ethical uncertainties
in the field. Associating network data with human subjects enabled a clear way forward
for constructing guidance: adopting well-established human subjects research principles.
From early meetings of the Menlo Report group, the Belmont Report became a model
and a guiding template. (Even the name of the Menlo Report was an inspired by the
“Belmont Report”). For U.S.-based researchers, the Belmont Report is one of the foun-
dational documents that guides clinical and social science researchers. Though the
Belmont principles were shaped for and by a very specific clinical research context
(Stark, 2012), the Menlo Report authors admired the durability of the Belmont principles
through decades of major changes in medical and social science research. Additionally,
the fact that the report had supported regulation (both in the U.S. and internationally)
meant that it was effective: It had concretely changed research practices.

The redefinition of network and security data as human data suggested not only an
existing set of governing principles, but also a codified set of governance mechanisms:
IRB review. This is an ‘ethical transplant’ in the vein of ‘legal transplants’ when law in
one jurisdiction is transplanted into another jurisdiction (Sandvik, 2019). This move
recruited the already-existing apparatus of Institutional Review Boards to govern network
and security research. IRBs are what Stark has referred to as a ‘declarative body’: experts
who are empowered to make governing decisions. As she writes, ‘[RBs are declarative
bodies because they are empowered to turn a hypothetical situation (this research may be
acceptable) into shared reality (this research is acceptable)’ (Stark, 2012). Such declara-
tive ethical authority provided one solution for the field of network and security research
to address its ethical uncertainties. The adaption of Belmont principles was an explicit
move; the recruitment of existing IRB governance mechanisms was more implicit. The
Menlo Report ‘does not recommend particular enforcement mechanisms’, (Dittrich et al.,
2012, p. 6) although it does explicitly name review boards as a potential and appropriate
mechanism for enforcement, writing: ‘Such a framework [for ICT research] should also
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support current and potential institutional mechanisms that are well served to implement
it, such as a research ethics board (REB)’ (Dittrich et al., 2012, p. 5).

The relationship between Belmont principles and existing regulatory forms did not
arise uncontested by any Menlo Report author. As Participant 4 relayed: “We had one
person that disputed the whole approach saying that we were just inviting regulation.’
Participant 3 explained their objection: ‘They wanted everything to be reviewed by
IRBs. ... this was going to create a huge bureaucratic structure.” Participant 3 felt that
there was already sufficient protection for network data in existing law that made adding
human subjects protections burdensome and redundant. But legal scholars such as
Burstein and Ohm had already suggested that existing law lacked clarity for researchers,
and computer scientists such as Allman and Paxton had suggested formal guidelines to
govern the discipline.

Not only was there debate as to the ontological status of computer security and net-
work measurement data as human subjects data, the Menlo Report authors were publish-
ing articles questioning the appropriateness of IRB reviews of network and security
research (e.g. Buchanan et al., 2011; Dittrich et al., 2009, 2010, 2011; Kenneally et al.,
2010). The IRB may have been governance by experts (Stark, 2012), but in the early
years of this century, this rarely meant computer science experts. Network measurement
and security researchers who had consulted their IRBs reported that the existing boards
proved imperfect for resolving ethical uncertainties. As Participant 1 told us:

So, in some cases, the IRBs didn’t know the law, and researchers would do things that kind of
got into the gray area, or might have actually broken a law, and the IRB had approved it. And
then there were other cases where the IRBs would say, ‘Well, okay, we get the deception part,
we’ll let you do that, but we’re not going to let you record any identifiable information about
any of the people.” Which means, now it becomes really hard to actually quantify and be able
to come up with good research data. So there is this back and forth between IRBs specifically
in these cases where social engineering is involved. How do you deal with the deception, and
how do you deal with the whatever personal information needs to be collected, such that you
can accomplish the research?

To IRBs, it wasn’t always clear what or who the human subjects were in computer secu-
rity and network measurement research, or where the risks were.

The move to recategorize network data as human subjects data was meant to reduce
uncertainty for researchers, IRBs, and conference committees, but it also produced new
challenges for network measurement and security researchers. Despite early agreement
that Belmont should serve as a model, Menlo participants had ongoing discussions about
how heavily to rely on the earlier report. As Participant 8 described, ‘I think we probably
tried too hard to mirror the structure of that [Belmont] report. Which was very specific in
what it was dealing with and I think we tried to broaden it somewhat and make it more
general.” Because Belmont was conceived in the context of medical research — a decid-
edly different area of research from cybersecurity — the Menlo Report authors (as other
research fields had before them) grappled with difficulties in how to apply the Belmont
principles outside of a laboratory research model. As Participant 10, a lawyer, described:
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The potential harm to subjects [of security research| is more abstract. The benefits of the
research are more abstract. It seemed harder to think through some of the issues when that’s the
case because you don’t really know how an individual might benefit from consenting to
research or what impacts there might be in sort of waiving consent for monitoring network
traffic or doing something like that or just relying on consent that’s in the terms of service that
you click through.

A particularly thorny problem produced by the reclassification of network data as human
subjects data was whether IRBs would change their regulation practices to oversee more
computer science research and whether IRBs had enough knowledge of computer sci-
ence to understand how to regulate the research. Participant 4 told us that the Menlo
Report authors had talked about follow-up work investigating IRB practices to see if and
how the report was being applied, but this was never undertaken. Participant 4 suspected
that few computer science studies wind up subject to IRB review, even since the Menlo
Report was published.

Authors also worried that the designation of network data as human subjects data
didn’t capture an important form of risk: indirect harms to groups or institutions. For
example, Participant 1 spoke to us about how vulnerability disclosures might be harmful,
but not necessarily because of risks to human subjects:

The favourite analogy that I like to use is, cancer doesn't read the Journal of American Medicine
and change the way that it behaves. But people doing crimes do. So, whenever you're publishing
something that tries to explain how this malicious software works, how this criminal activity is
occurring, [bad actors] will adjust. The risk and benefit often is not really clear, and IRB often
won't understand the risk to the general public by the disclosure of something that is time critical.

Thus, while the Belmont Report and the designation of network data as human subjects
data offered new stability for some of the ethical uncertainties in computing research, the
invitation of IRB oversight was an imperfect solution because of the relationships
between security and network researchers and ‘users’ were markedly different from
those of medical researcher and research participant. In addition, adopting traditional
research ethics understandings of risks and harms may have limited the harms research-
ers attended to. Recent computing governance programs have shown that the implica-
tions of computing research can go beyond individual harms, and that computing
researcher sometimes poses harms to society broadly and specifically harms to people
who have been marginalized (Bernstein et al., 2021; Gangadharan, 2017; Hoffmann,
2021; Li et al., 2018).

Though imperfect, the move to adopt Belmont’s principles emphasizes the accounta-
bility of ICT research to the subjects of network data. However, the attempt to resolve
ethical uncertainties around the status of network data also introduced new uncertainties
about how to understand the status of (and risks to) human subjects in networked data.
These uncertainties continue to be debated and negotiated in the field. For example, high
profile ethics controversies in network measurement since Menlo have centred around
researcher obligations to people who cannot be considered traditional research subjects
but are nevertheless put at risk by network measurement research (Narayanan &
Zevenbergen, 2015).
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Settling controversies: Ethics and the law

A primary controversy raised by legal scholars in the years before the Menlo Report
authors convened was whether some network measurement and computer security
research practices were not only unethical, but illegal. To resolve controversies around
legal research practices, the Menlo Report went a step farther than Belmont by adding a
fourth principle of ‘respect for the law and the public interest’. The adoption of a princi-
ple which advised researchers to consider both the law and public interest reads like the
compromise it was: both a cue to researchers that law might constrain their actions, and
to satisfy those who felt existing law sufficiently covered security and network measure-
ment research ethics. The inclusion of ‘public interest’ raises important questions about
public benefits not protected by law, as well as about whose interests are included in
‘publics’, signaling some of the difficulties that the authors had fitting the types of soci-
etal harms that they anticipated from computing research into the types of individual
harms anticipated by the Belmont Report principles. But including law and public inter-
est in a single principle also introduces new controversies: namely that the law and pub-
lic interest are not always one and the same.

Authors hoped that both ‘respect for law’ and ‘public interest” would cue researchers
to potential legal issues in their approaches and methods. As Participant 11 put it:

There are a lot of people in the community we felt were just, you know, going out and collect
the data without putting a lot of thought behind what data they we're doing whether they were
breaking the law, what the implications were to the users. We felt that, that was important to add
as an exclusive principle.

In addition, for Menlo Report authors, ‘the law’ provided a durable expression of social
norms that a researcher might adopt. As Participant 9 told us:

[Laws and public interest are a] coverable set of norms that people can assess their behavior
against and that within the community of or audience that we were trying to reach it was
probably thought that at least this way you can always ask — look at the law. You can ask a
lawyer ‘what does this mean?’

Even though, as Ohm and Burstein had established, legal guidance for computer security
research was frequently unclear, some participants, such as Participant 3, a lawyer,
argued law had the advantage of being a nationally-applicable (and potentially more
democratic) guide: ‘My approach was, why don't we just say you have to operate under
the bounds of the law, that is something all organizations want to do and need to do and
leave it at that?’ Participant 4 felt that, compared to earlier research ethics governance
efforts such as the Belmont Report, ‘there was a relatively much more advanced legal
infrastructure that was relevant’. That is, Menlo Report authors wanted researchers to
know that existing laws in the U.S. context could provide guard rails for research. At the
extreme, one Menlo Report author felt that the law, if it was followed, provided adequate
guardrails for computing research and that further ethical principles were unnecessary.
Some authors we spoke with reported that the inclusion of the fourth principle was a
compromise made to resolve the problem of fitting existing Belmont guidance to network
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research: forcing a square peg into a round hole. As discussed above, some Menlo Report
authors felt that characterizing network measurement and computer security data as
human subjects data would invite burdensome new regulation when existing law and
regulation was already robust enough to govern network research. Participant 1 argued:
‘There were many things that [IRBs would allow that would actually put the institution at
legal risk, or the researchers.’ That is, they were afraid of IRBs endorsing illegal research.
We interpret the fourth principle as a compromise between the authors who thought that
computer security and network measurement data should not be human subjects data and
those who thought it was. The addition of that principle also further emphasized the mis-
match between the norms of Be/mont and the realities of network security research.

But the phrasing of this fourth principle also introduces one more new uncertainty for
researcher to navigate: what is a researcher to do when there is a conflict between the law
and public interest? In a paper for computer security researchers that predated the Menlo
Report, Burstein emphasized that ‘even when the law permits a research activity,
researchers may wonder whether it is ethically permissible’ (Burstein, 2008b). And
David Dittrich and Michael Bailey, Menlo co-authors writing just before Menlo,
described: ‘The law is in some ways a set of norms that are written to guide behavior
within a society. These legal norms can codify another set of moral and ethical norms
that are generally agreed upon by that society. These sets of norms are not, however, the
same’ (Dittrich et al., 2009, p. 2). Participant 1 recalled: ‘Many of the meetings, they'd
hit on some issue that was quite complex and was at the intersection of law and ethics,
because they're different things.” Indeed, the Menlo Report authors were aware that the
law, ethics, and the public interest could be different, yet these tensions were unresolved
by the final report, leaving the challenge of navigating tensions between law and the
public interest to individual researchers, conference committees, and IRBs.

Conclusion

The Menlo Report may have begun life modelled on previous constitutional moments in
the governance of science and technology, particularly the Belmont Report, but the eth-
ics work that happened during Menlo shaped distinctive content and outcomes. The work
of producing the Menlo Report — ethics governance in the making — was not reasoning
from first principles. Instead, it was bricolage, incorporating its own ‘ethics work’ of try-
ing to figure out what to do. Authors relied heavily upon their expertise in law, comput-
ing research, and IRBs, and the Belmont Report itself, at that point long-established and
accepted within medical and social science, to attempt to chart a way forward for the
discipline. Based on our case study and our reading of STS literature, we see the brico-
lage ethics work of the Menlo Report as constituted by five overlapping focal points for
future researchers interested in ethics self-governance efforts:

o The resources including the financial and logistical resources as well as the people
involved, whose identity, background and expertise affect the governance out-
comes and potential impacts of the report, the available resources for governance
including existing networks that could be realistically recruited, and how mean-
ingful cutting of dissenting actors can be accomplished;
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Attempts to repair the wrongs of the past (Jacob, 2019);
Attempts to anticipate the future, and in particular, changes in technologies and
practices (Brey, 2012);

o Work to close or settle controversies within the field (Pinch & Bijker, 1984) and
resolve ethical uncertainties as participants tried understand what practices are
acceptable (Ziewitz, 2019).

o FEthics governance efforts are generative in the sense that their products, on the
surface a static resource for a field, generate new ethical uncertainties, controver-
sies, and situations to repair and anticipate.

The Menlo Project engendered successes (in changes to conference requirements that
predated most of computer science by a decade) as well as trade-offs and pitfalls. What
the authors of the Menlo Report discovered was that they could not fully resolve the ethi-
cal challenges of security and network measurement ethics. The very process of writing
the Menlo Report created new uncertainties, problems, and challenges for the research
communities involved, with which both authors and the field still grapple. Authors
expressed continuing uncertainty about: who should participate in ethics governance
development and how the work should be done; the appropriateness of adapted Belmont
research ethics guidance to network and security research; the role of IRBs in computing
research; the cascade of ethics into policy and law; and how best to enroll governance
networks.

The processes we observed at work during in the Menlo Report can be used as a
framework not only for understanding how the development of ethics governance has
proceeded in the past, but also for predicting tensions within, and perhaps improving,
current and future projects that seek to bolster local ethics work with formalized govern-
ance. In the process of writing the report, the Menlo authors debated whether they should
become more regime-like by enrolling — and, as Slayton (2021) terms it, ‘cutting’ —
research and researchers through federal regulation, institutional oversight, or publica-
tion review committees. Instead of imagining governance solely inside of labs (as in
Asilomar) or disciplines (as in early envisioning of IRBs), Menlo attempted to recruit
already-established governance models: peer review processes and IRBs.

Computer science has entered an era of experimentation with ethics governance
development proliferating as it attempts to grapple with the moral implications of the
work done in the field. Researchers and activists are currently undertaking projects
across computing to revise ethics codes, write new ethics guidelines, form new ethics
committees within computer science conferences and professional associations, dictate
ethics requirements for funding, and propose new ethics requirements for publication.
And beyond computer science, governance of data and research practices remain chal-
lenging questions in numerous scientific fields (Hilgartner, 2018; Parthasarathy, 2015).
As researchers such as Parthasarathy (2015) have pointed out, as research communities
grapple with the ethics of their work and begin ethics governance projects, it becomes
necessary to decide who does the work of establishing ethical guidelines and how. A
framework to study ethics governance in the making can aid in the understanding and
critique of these efforts.
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IMPACT (Information Marketplace for Policy and Analysis of Cyber-risk & Trust).
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